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	Студенттің өзіндік жұмысы (СӨЖ)
	Number of hours per week
	The volume of the credits
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	Academic information about the course

	Type of training
	Course type / character
	Types of lectures
	Types of practical lessons
	Quantity
IWS
	Type of final control

	
	
	
	
	
	

	Lecturer
	Darkenbayev Dauren Kadyrovich
	

	e-mail
	dauren.kadyrovich@gmail.com
	

	Phones
	+77012591891
	


	Academic presentation of the course


	Academic presentation of the course
	Course objective: Let students understand cryptography, especially its symmetric and asymmetric cryptographies,Key Distribution, Kerber, Cryptographic algorithm in password protection, RSA Public Cryptography.
As a result of studying the discipline, the student will be able to:

1. Provide security of the data over the object. 

2. Understand the fundamental principles of access control models and techniques, authentication and secure system design. 

3. Have a strong understanding of different cryptographic protocols and techniques and be able to use them.

4. Apply methods for authentication, access control, intrusion detection and prevention.

5.  Indentify and mitigate software security vulnerabilities in existing systems.

6. Do research in the emerging areas of cryptography. 

7. Using Cryptographic algorithm to realize password protection.

	Prerequisites
	Operating Systems; Database; Computer and Information technology

	Postrequisites
	Final state certification. Writing a graduation paper.

	Informational resources
	Educational literature:

1. Cryptography, Theory and Practice, Douglas R. Stinson, 2nd Edition, CRC Press.

2. Cryptography and Network Security, Third Edition, by William Stallings, Prentice Hall, 2003

3. A Course in Number Theory and Cryptography, Neal Koblitz.

4. W. Mao, “Modern Cryptography – Theory and Practice”, Pearson Education.

5. Mohamed Barakat, Christian Eder, TimoHanke,“An Introduction to Cryptography”, September 20, 2018

6. Peborab Russell, G.T. Gangeni Sr, “Computer Security Basics”, 2 nd ed., Oreilly Publishers, 2006.

7. Atul Kahate, ““Cryptography and Network Security”, Second Edition, Tata McGraw HillEducation Pvt. Ltd., New Delhi, 2009

8. William Stallings, “Cryptography and Network Security, fourth edition, Prentice Hall, New Delhi, 2006.

Internet resources: 

1. http://www.icits2015.net/cryptography-network-security-principles-practice/
2. https://www.garykessler.net/library/crypto.html

	Academic policy of the course in the context of university values
	Rules of academic behavior: Obligatory presence in the classroom, inadmissibility of late arrivals. Lack of and delay in classes is estimated at 0 points. Obligatory observance of the terms of fulfillment and delivery of assignments (on CDS, boundary, control, laboratory, project, etc.), projects, examinations. In case of violation of the deadlines, the task is evaluated taking into account the deduction of penalty points (CDS passed a week later will be accepted, but the mark is reduced by 50%).

Academic values: Academic honesty and integrity: independence of all tasks; inadmissibility of plagiarism, forgery, the use of cribs, cheating at all stages of knowledge control, deception of the teacher and disrespectful attitude towards him. Students with disabilities can receive counseling assistance at the following e-mail: dauren.kadyrovich@gmail.com

	Assessment and attestation policy
	Criterial assessment:
During the acceptance of work performed and the final exam, the assimilation of theoretical material and the acquisition of theoretical and practical skills are checked by following the descriptors (verification of the formation of competencies in midterm control and exams).
Summative assessment: 
assessment of the active work in the audience; 

assessment of the completed task. According to the scale set, the final grade is below.


CALENDAR OF COURSE CONTENT IMPLEMENTATION (schedule)

	Week / module
	Title of the topic
	ОН
	ЖИ
	Number of hours
	The highest score
	Form of knowledge assessment
	Type of lesson / platform


	Module 1
	

	1
	Lecture 1. Introduction to Cryptography, Classical Cryptography
	LO 1
	1.1.
	2
	
	
	Zoom video le asynchronous format cture

	1
	Practice 1. The importance of Security System
	LO1
	 1.1.
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	2
	Lecture 2. Symmetric Cryptography
	LO1
	 1.1
	2
	
	
	Zoom video lecture

	2
	Practice 2Types of stream ciphers
	LO1
	1.1
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	3
	Lecture 3Symmetric Cryptography: Encryption
	LO1
	1.2 1.3
	2
	
	
	Zoom video lecture

	3
	Practice 3Rivest Ciphers
	LO1
	1.1
1.2 1.3
	1
	8
	
	Zoom webinar

asynchronous format

	3
	SIWwT 1. Consultation on    SIW
	
	
	
	
	
	

	3
	SIW 1. To describe difference between the  DES and AES.
	LO 1
	1.1
1.2 1.3
	
	25
	Logical task
	Zoom webinar

asynchronous format

	Module  П

	4
	Lecture 4.Symmetric Cryptography: Decryption
	LO1 
	1.2 1.3
	2
	
	
	Zoom video lecture

	4
	Practice 4.Hash function
	LO1
	1.2 1.3
	1
	8
	
	Zoom webinar

asynchronous format

	5
	Lecture 5.Asymmetric Cryptography: Number Theory
	LO1
	1.2 1.3
	2
	
	
	Zoom video lecture
asynchronous format

	5
	Practice 5. Digital Signature Algorithm (DSA)
	LO1
	1.3
2.1

2.2
	1
	8
	
	Zoom webinar

asynchronous format

	5
	SIWwT 2. Consultation on    SIW 2
	LO1
	1.3
2.1

2.2
	
	
	
	Zoom webinar

asynchronous format

	5
	SIW2.Why Three Encryption Techniques?
	LO1
	1.3
2.1

2.2
	
	25
	Logical task
	Zoom webinar

asynchronous format

	5
	Creating a structural and logical diagram of the studied material.
	LO1
	1.3
2.1

2.2
	
	10
	
	Zoom webinar

asynchronous format

	5
	Intermediate Control 1
	LO1
	
	
	100
	
	

	6
	Lecture 6. Asymmetric Cryptography
	L2
	2.1
	2
	
	
	Zoom video lecture
asynchronous format


	6
	Practice 6. Elliptic Curve Cryptography 
	LO2
	2.1
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	7
	Lecture 7.Key Distribution, PKI, Kerberos, PGP,
	LO2
	2.2
	2
	
	
	Zoom video lecture asynchronous format


	7
	Practice 7.Public-key Cryptography
	LO2
LO4
	3.1

3.2

3.3
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	8
	Lecture 8.Key Distribution, PKI, Kerberos, PGP
	LO3
	3.1

3.2

3.3
	2
	
	
	Zoom video lecture asynchronous format


	8
	Practice 8. To describe the OpenPGP
	LO3
LO4
	3.1

3.2

3.3
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	8
	SIWwT 3. Consultation on    SIW 3
	LO4
	2.1

2.2

4.1
	
	
	
	

	8
	SIW3.Public Key Infrastructure (PKI) and Pretty Good Privacy
	LO4
	2.1

2.2

4.1
	
	25
	Logical task
	Zoom webinar

asynchronous format

	9
	Lecture 9. Public Key Certificates and Certification Authorities
	LO2
LO3

LO4
	3.2

4.1

4.2

5.1
	2
	
	
	Zoom video lecture

asynchronous format

	9
	Practice 9. The Significance of Key Length
	LO3
	2.1

2.2

4.1
	1
	8
	Analysis
	Zoom webinar

asynchronous format

	10
	Lecture 10. CRYPTOGRAPHIC ALGORITHMS IN ACTION: Password Protection, Diffie-Hellman Key Exchange
	LO3
LO4
	2.1

2.2

4.1
	2
	
	
	Zoom video lecture

asynchronous format

	10
	Practice 10. Sequoia-PGP
	LO3
	
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	10
	SIWwT 4. Consultation on    SIW4
	LO4
	
	
	
	
	

	10
	SIW4.PGP Web of Trust
	LO4
	
	
	25
	Problem task
	Zoom webinar

asynchronous format

	10
	SIWwT 5. Creating a structural and logical diagram of the studied material.
	LO4
	
	
	10
	
	

	10
	Intermediate Control 2 (MidtermExam)
	
	
	
	100
	
	

	11
	Lecture 11.  RSA Public Key Cryptography
, DES, Breaking DES 
	LO4
	4.1

4.2
	2
	
	
	Zoom video lecture

asynchronous format

	11
	Practice 11.DES Variants
	LO4
	4.1

4.2
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	12
	Lecture 12. DNSSEC, IPSec
	LO4
	4.1

4.2

5.1

5.2
	2
	
	
	 Zoom video lecture

asynchronous format

	12
	Practice 12.DNSSEC with IPSec problem
	LO5
	4.1

4.2

5.1

5.2
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	12
	SIWwT 6. Consultation on    SIW5
	LO
	
	
	
	
	

	12
	SIWwT 5.SIW3.How to : Secure Email Using SSL and PGP
	LO
	
	
	25
	Problem task
	 Zoom webinar

asynchronous format

	13
	Lecture 13.Elliptic Curve Cryptography (ECC)
	LO5
	5.1

5.2
	2
	
	
	 Zoom video lecture

asynchronous format

	13
	Practice 13.Secure Transactions with SSL and TLS
	LO5
	5.1

5.2
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	14
	Lecture 14. The Advanced Encryption Standard (AES) and Rijndael
	LO5
	5.1

5.2

5.3
	2
	
	
	 Zoom video lecture

asynchronous format

	14
	Practice 14. Cisco's Stream Cipher.
	LO5
	5.1

5.2

5.3
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	15
	Lecture 15. TrueCrypt, Encrypting File System (EFS)
	LO5
	5.1

5.2

5.3
	2
	
	
	 Zoom video lecture

asynchronous format

	15
	Practice 15. Challenge-Handshake Authentication Protocol (CHAP)
	LO5
	5.1

5.2

5.3
	1
	8
	Analysis
	 Zoom webinar

asynchronous format

	
	SIWwT 7. Consultation on    SIW 6 
	LO
	
	
	
	
	

	
	SIW6. IPSec and DNSSEC to Support GRID Application Security
	LO5
	5.1

5.2

5.3
	
	25
	Analysis
	 Zoom webinar

asynchronous format

	
	Test
	LO
	
	
	10
	
	Zoom webinar

asynchronous format

	
	Intermediate Control 2
	
	
	
	100
	
	


[Abbreviations: QE - questions for self-examination; ST - standard tasks; IT - individual tasks; Software - control work; IC - intermediate control.

Notes:

- Types of L and PS: webinar in MS Team / ZOOM (presentation of videos for 10-15 minutes, then its discussion / approval in the form of discussion / problem solving / ...)

- Type of software: webinar (after graduation students submit a screenshot of the work to the group leader, the group leader sends them to the teacher) / test in Moodle.

- See all course materials (L, QE, ST, IT, etc.) at the link (References and resources, see paragraph 6).

- After each deadline, next week's tasks will be opened.

- Software tasks are given by the teacher at the beginning of the webinar.]
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